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D. Recovering Stage

We will use a recovering method that resembles the technique used in [11] but without information
sets. The user can get the matrix (R || R2) in Equation (4) from the matrix R in Equation (3) since the
user knows the ring R and henceforth n. Thus, the user can compute

t
Rz — (Ri - Gor) = ) (DB'-w' + DB'- (¢’ +u’) - DB'- w') Z(DB‘ ‘) + (DB - ul). (5)
i=1
Let us denote by I',(C) = [C,...,C]Id, the matrix product code of a cyclic code C' C R, where Id, is

the s x s the identity matrix and let us denote by Hr-r((_j'IJ_N) a parity check matrix of the code I'(Cyy) over
Z'ﬁ'&‘
Then the user computes

t

Rz — (Ra - Gon)|Hy oxy = Y [DB'-&'+ DB -uH] .\,

“IN
i=1

t

= ) [DB'-e'H] (., H[DBl wHT o))

i=1

= 0 since ey cCy = 0, when t#£d

= [DB*-u'HJ ()] =M.
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The data owner's database is replicated to
k database servers provided by third parties;
t or less servers collude

4) answer

Data user

1) Generate questions based on the wanted record's index
5) Recovering the wanted record from answers

Database server
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7 Concluding remarks

In this paper, anew family of information-theoretic PIR based
on ramp secret sharing, rPIR, has been studied. Four rPIR
schemes have been proposed, and three ramp secret sharing
schemes are adopted in these rPIR designs. rPIR s usages has
been demonstrated in outsourced data sharing and P2P con-
tent delivery scenarios. The performance of rPIR schemes has
been evaluated by theoretic analysis and experiments under
different numbers of available servers and privacy require-

meante Tha reanlte have chowm that vPIR erhamec ran arhisue

Int. J. Inf. Secur. (2017) 16:603-625 @ CrossMark
DOI 10.1007/s10207-016-0347-8
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rPIR: ramp secret sharing-based communication-efficient private
information retrieval



Batcy Coves  [[Holmen' 2]

A t-batch code is a method to store a data record in encoded form on multiple servers
in such a way that the bit-values in any batch of ¢ positions from the record can be
retrieved by decoding the bit-values in # disjoint groups of positions. Batch codes were
initially introduced in [3] as a method to improve load-balancing in distributed data
storage systems. Later, so-called switch codes, a special type of batch codes. were proposed
in [8] as a method to increase the throughput rate in network switches.
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