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From last lecture

Lemma 1.8.1
Every non-zero natural number n € IN \ {0} is a product of
prime numbers.

Theorem 1.8.2 (Euclid)
There are infinitely many prime numbers

Lemma 1.8.3

Let p be a prime number and suppose that p | ab, where,
abeZ. Then,p|aorp]|b.
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Theorem 1.8.5

Every natural number can be factored uniquely into a product of
prime numbers (up to changing the order)

Proof:

@ For n = 1is trivial (1 = empty product of prime numbers).
@eForn>1,n=pi---pr=0q1 Qs

@ If there exists i such that p; € {q, ..., gs}, divide both
sides by p;. So we assume p; # p; for all /, J.

@ Since py | g1 ---gs, we have py | g1, 0rpy | G2, ..., OF
P1 | Gs.
@ If p; | g = pi = g}, contradiction.
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With factorization into a product of prime numbers:

@ Divisors
@ Greatest common divisor
@ Least common multiple

Can this be used to compute ¢(n)?
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Computing ¢(n)

knowing the prime factorization of a number:

o(n) = @(py) - 9(ps),
where n = p} - - - pg, p; # p; for all i # j.

How do we compute ¢(p™)?
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Computing ¢(n)

knowing the prime factorization of a number:

o(n) = @(py) - ¢(ps),
where n = pf' - - - pg, p; # p; for all i # j.

How do we compute ¢(p™)?
@ gad(x,p) =1 pix
@ x < p™is NOT relative prime to p” < p | x

Hence, ¢(p™) = p™ — p™ .

4’(n)(P?pq11)...(p§spgs1)n(1i;|1>‘”<1;sj
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@ N=p-q, pand g primes.
@ e a number for encription, d a number for decription.
@ Public: N, e. Private: d.
@ Message: X,0 < X < N.
@ Encription: f(X) = [X€|n
Decription: g(X) = [X9]n.
g(f(X)) = X.
How do we choose e and d?

We know:
a(f(X)) = [[X€]9] = [Xe9] = X if and only if X = X®/(mod N)
¢(N) = o(p)p(q) = (p—1)(g—1)
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Let X be any integer and k a natural number. Then
XKP=1(a-D+1 = X(mod N) }

Proof:

@ Itis enough to prove that Xk(P~1)(@-1)+1 = X(mod p).

@ If p| x. Thus, [X]p = 0 = [XK(P-D(@=1)+1] "we have
Xk(p=1)(a-1)+1 = X(mod N).

o If pt x. Thus, ged(p, x) = 1, by Euler Theorem
X9(P) = XP~1 = 1(mod p) and

XKPp=1)(a=1) = (xP~1)k(a=1) = {(mod p)

@ Multiply the previous congruence with X
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Encryption and decryption exponents
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Finding astronomical prime numbers

Fermat’s little theorem

Let p be a prime number and a an integer with ged(a, p) = 1.
Then

&' = 1(mod p)

Definition 1.9.3

Let N be a composite natural number and a an integer. Then N
is called a pseudoprime relative to the base a if

| N\

aV~! = 1(mod N)

@ gcd(a, N) # 1 = N cannot be a pseudoprime relative to a
(EX 1.41).

@ Carmichael numbers (or pseudoprimes).
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Lemma 1.9.4

Let p be a prime number and x € Z. If x> = 1(mod p) then
x = 1(mod p) or x = —1(mod p)

Proof:

op‘(x2—1):(X—|—1)(X—1).
@ Thenp | (x+1)orp| (x—1)
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An odd composite N is called a strong pseudoprime relative to
the base a if either
a? =1(mod N)

or there exists i = 0, ..., k — 1 such that
#9=—1 (mod N),

where N —1 =2fgand 21 q.
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Proposition 1.9.6
Let p be an odd prime number and suppose that

p—1=2"q,
where 21 qg. If a € Z and gcd(a, p) = 1 then either
a% = 1(mod p)
or there exists i = 0, ..., k — 1 such that

29 = (mod p).

Proof:
@ Leta =a%9,i=0,...k.
@ By Fermat's th: ax = 1(mod p) and a1 = &2, for
i=0,..., k—1.
@ Therefore, ag = 1(mod p) < ax = 1(mod p) for every i.
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o Leta,=2a9i=0,...k
@ By Fermat's th: ax = 1(mod p) and a1 = &2, for

i=0,..., k—1.
@ Therefore, ag = 1(mod p) < a; = 1(mod p) for every i.
@ If ag # 1(mod p), then Ja;,i > 0, such that a; Z 1(mod p).

@ Letj be the largest index with this property.

@ Since j < kand & = a1 = 1(mod p), we get
a; = —1(mod p) (by previous lemma).
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Theorem 1.9.7 (Rabin)

Suppose that N > 4 is an odd composite integer and let B be
the number of bases a (1 < a < N) such that N is a strong
pseudoprime relative to a. Then

B<¢o(N)/4< (N—-1)/4
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