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Euler’s theorem

For RSA:
@ N=p-q, pand g primes.
@ e a number for encription, d a number for decription.
@ Public: N, e. Private: d.
@ Message: X,0 < X < N.
@ Encription: f(X) = [X€]n
Decription: g(X) = [X9]y.
g(f(X)) = X.

Question: How do we choose e and d?
Answer: Using Euler’s ¢ function
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Euler’s theorem

(Z/N)* ={Xe€Z/N:gcd(X,N)=1},
for N ¢ N

Euler’'s ¢-function:

¢(N) =

(Z/N)* |
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Proposition 1.7.1

Let m, n € IN, relative prime. Then

@(mn) = ¢(m)g(n)

Proof:

@ Let N = mn, consider remainder map
r:Z/N—2Z/mx42Z/n

@ Claim:
r((Z/N)*) =(Z/m)" x (Z/n)*

Hence, the result holds because r is bijective.

Diego Ruano Some slides for 4th Lecture, Algebra 1



The claim: r((Z/N)*) = (Z/m)* x (Z/n)*

ged(X,N) = 1 & ged([X]m m) =1, ged([X]p.n) =1 |

@ By Proposition 1.5.1(ii),
ged(X, m) = ged([X]m, m)
ged (X, n) = ged([X]n,

@ But, by Corollary 1.5.11,

ged(X, m) =1

acd(X, n) = 1 }<:>gcd(X,nm) =1
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Theorem 1.7.2 (Euler)

Let n € IN, a € Z relative prime. Then

a?" = 1(mod n)

Proof:

@ List the numbers (lower than n) relative prime to n:

O<a1<-~-<aq,(n)<n

Claim: {[aai]n, ..., [@aynlnt = {a1, .-, y(n)} |

® (aaj|n = [agjln = n|alaj—a) = n|(a—a)=i=]
@ gcd(n, ag) =1 = ged(n, [aailn) = 1
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@ Hence [aai]n- - [@8p(n)|n = a1 8y

® Then aay - - - aa, = ar - -~ ay(p (mod n), but
aai - -- aaq,(,,) = afP(”>a1 s aq,(,,).

@ Thatis, n| ay---a,p(a’™ —1).

(4
@ By corollary 1.5.10, n| (a?(™ —1).

@ Thatis, a?" = 1(mod n)
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Prime numbers

A prime number is a natural number p > 1 such that

div(p) = {1,p}

¢(p) = p -
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Lemma 1.8.1

Every non-zero natural number n € IN \ {0} is a product of
prime numbers.

Proof by induction:

@ 1 is the empty product of prime numbers by definition.
© Assume that for m < n, mis product of primes. Is n prime?

@ Yes. Then n = nis product of primes.
@ No. Then n = nyny. With ny, no < n. Apply induction
hypothesis.
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Theorem 1.8.2 (Euclid)
There are infinitely many prime numbers

Proof:

@ Assume that py,..., pn are all the prime numbers.

@ SetN=py---pn+1

@ By previous lemma, there exists p such that p | N.

@ However, p; 1 N for all i. Therefore, we have a new prime.
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Lemma 1.8.3

Let p be a prime number and suppose that p | ab, where,
abeZ. Then,p|aorp]|b.

Proof:

o If p | a we finish.
o If pta, then ged(a, p) =1

Hence by corollary 1.5.10 p | b.
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Theorem 1.8.5

Every natural number can be factored uniquely into a product of
prime numbers (up to changing the order)

Proof:

@ For n = 1is trivial (1 = empty product of prime numbers).
@eForn>1,n=pi---pr=0q1 Qs

@ If there exists i such that p; € {q, ..., gs}, divide both
sides by p;. So we assume p; # g; for all /, J.

@ Since py | g1 ---gs, we have py | g1, 0rpy | G2, ..., OF
P1 | Gs.
@ If p; | gy = pi = gj, contradiction.
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With factorization into a product of prime numbers:

@ Divisors
@ Greatest common divisor
@ Least common multiple

Can this be used to compute ¢(n)?
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Computing ¢(n)

knowing the prime factorization of a number:

o(n) = @(py) - 9(ps),
where n = p}' - - - pg, p; # p; for all i # j.

How do we compute ¢(p™)?
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Computing ¢(n)

knowing the prime factorization of a number:

o(n) = @(py) - ¢(ps),
where n = pf' - - - pg, p; # p; for all i # j.

How do we compute ¢(p™)?
@ gad(x,p) =1 pix
@ x < p™is NOT relative prime to p” < p | x

Hence, ¢(p™) = p™ — p™ .

4’(n)(P?pq11)...(p§spgs1)n(1i;|1>‘”<1;sj
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