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Symmetric-key and public-key encryption have a number of complementary
advantages. Symmetric key cryptography is faster and more efficient than asym-
metric (public key) cryptography, but it lacks security when exchanging keys over
unsecured channels. Furthermore, in symmetric key cryptography sound crypto-
graphic practice dictates that the key be changed frequently whereas in public key
cryptography a private key/public key pair may remain unchanged for considerable
periods of time (see [3]).

In the present work a message encryption scheme based on public key estab-
lishment is proposed. For key exchanging phase we suggest using idempotent
semirings [1, 2].
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