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This paper addresses the question of retrieving the triple (X, P, F) from
the algebraic geometry code Cr (X, P, E), where X is an algebraic curve
over the finite field F, P is an n-tuple of F-rational points on X and E
is a divisor on X. If deg(F) > 2g where g is the genus of X, then there
is an embedding ) of X in the projective space of the linear series of
the divisor E. Moreover, if deg(FE) > 2g + 2, then I()), the vanishing
ideal of Y, is generated by I2()), the homogeneous elements of degree
two in I(Y). If n > 2deg(FE), then I>(Y) = I2(Q), where Q is the image
of P under the map from X to ). These two results imply that certain
algebraic geometry codes are not secure if used in the McEliece public-
key cryptosystem.
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1 Introduction

Algebraic geometry codes (AG codes) also known as Goppa codes were intro-
duced in 1977 by V.D. Goppa. The interested reader is referred to [6, 19, 21]. Let
X be an algebraic curve defined over the finite field F. In this paper a curve is
absolutely irreducible and projective and it is assumed to be nonsingular if it is
not stated explicitly otherwise. Let P be an n-tuple of F-rational points on X
and let E be a divisor of X with disjoint support from P of degree m.

F(X) denotes the function field of the curve X with field of constants F, (f)
denotes the principal divisor of zeros and poles of any nonzero rational function
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f on the curve X over F and recall that two divisors D and E on a curve X
are called rational equivalent if there exists a rational function f on & such that
E = D+ (f), this is denoted by D = E. Moreover the divisors D and F on a
curve X with disjoint support with P are called rational equivalent with respect
to P and denoted by D =p F if there exists a rational function f on X such
that it has no poles at the points of P, E = D + (f) and f(P;) = 1 for all
j=1...,n.

Consider the vector space L(E) = {f € F(X) | f =0 or (f) > —E}, and the
linear series of E defined by |EF|={ F | F=E,F >0 }.

The dimension of the space L(E) is denoted by [(F), thus the projective
dimension of the linear series |E| is equal to [(E) — 1. The index of speciality of
E is defined by i(F) = [(K — E), where K is a canonical divisor.

Since the support of FE is disjoint from P = (Py,...,P,), the following
evaluation map:

evp : L(E) — F"

is well defined by evp(f) = (f(P1),..., f(P,)). The algebraic geometry code
CL(X, P, E) is the image of L(E) under the evaluation map evp. The parameters
of these codes satisfy the following bounds:

Proposition 1. If m < n then the dimension of the code CL(X, P, E) is equal
tom+1—g+i(E) >m+1—g and its minimum distance is at least n — m.
Moreover, if m > 2g — 2, then C(X, P, E) has dimension m+ 1 — g.

Proof. The statement about the minimum distance is a consequence of the fact
that a principal divisor has degree zero. The dimension of the code follows from
the Theorem of Riemann-Roch [19, 21]. ad

The following proposition is related with the dual code of an AG code.

Proposition 2. Letw be a differential form with a simple pole at P; with residue
1 forall j =1,...,n. Let K be the canonical divisor of w. Let m be the degree
of the diwisor E on X with disjoint support from P. Let EX =P — E+ K and
m* = deg(E+). Thenm* =2g—2—m+n and C(X,P,E)* = CL(X,P,E*L).

Proof. See [19, Proposition 2.2.10]. O

Definition 3. A code C over F is called weakly algebraic-geometric (WAG) if
C is equal to Cp(X,P,E). In this case the triple (X,P,E) is called a WAG
representation of C.

Proposition 4. Every code has a WAG representation.
Proof. See [16, Theorem 2]. O

Two representations (X, P, E) and (), Q, F') are called equivalent or isomor-
phic if there is an isomorphism of curves ¢ : X — ) such that p(P) = Q and
©(F) = F, and they are called strict equivalent or strict isomorphic if there is
an isomorphism of curves ¢ : X — ) such that ¢(P) = Q and p(E) =¢ F.
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Proposition 5. Let (X,P,E) and (¥,Q,F) be WAG representations of the
codes C and D, respectively. Then:

(1) If (X, P,E) and (¥, Q, F) are equivalent, then C and D are equivalent.
(2) If (X,P,E) and (Y, Q, F) are strict equivalent, then C = D.

Proof. It X =Y and P = Q, then the proof of (1) is given in [19, Prop. 2.2.14
(a)] and it specializes to strict equivalence in case (2) where E =p F. Both cases
are generalized in a straight forward matter. a

Let r =I(E) — 1 and {fo,..., fr} be a basis of L(E). Consider the following
map:
YR X — P

defined by 95 (P) = (fo(P)..... f+(P)).

If m > 2g, then r = m — g and pg defines an embedding of the curve X,
Y = ¢g(X), in P" of degree m. Now let Q; = ¢gr(P;) and Q = (Q1,...,Qn)
then op(E) = X-H = F for some hyperplane H of P™~9 that is disjoint from Q.
See [8, Theorems 7.33 and 7.40]. Furthermore if C = C(X,P, E) we have that
(V,Q,F) is also a WAG representation of the code C that is strict isomorphic
with (X, P, E). Therefore we have shown the following proposition:

Proposition 6. Let (X, P,E) be a WAG representation of the code C such
that m > 2g. Let Y = ¢g(X), Q@ = vg(P) and F = ¢g(E). Then (¥, 9, F) is
representation of C that is strict isomorphic with (X, P, E).

The main task of this paper is recovering the triple (X, P, E) from the code
Cr(X,P,E) using first the fact that the code Cp(X,P, E) gives a projective
system Q of points in the projective space P where Q = ¢g(P). Indeed let G
be a generator matrix of a nondegenerate code C of dimension k£ over F. Then
G has no zero columns. Take the columns of G as homogeneous coordinates of
points in P*~1(F). This gives the projective system Pg over F of G.

Furthermore under some assumptions not only the pair (X, F) gives an em-
bedding ¢g(X) of the curve in the projective r-space such that the embedded
curve is defined by quadratic equations (see Section 2) but also the quadratic
polynomials that vanish on Q generate the vanishing ideal of the embedded curve
(see Section 3).

Finally we provide an understanding of the security of the McEliece PKC
system based on algebraic geometry codes.

2 Curves defined by quadratic equations

In the early 90’s it was shown by Enriques [4], Babbage [3] and Petri [17] that the
canonical model of a non-singular non-hyperelliptic projective curve of genus at
least three is the intersection of quadrics and cubics, and of quadrics only except
in case of a trigonal curve and a plane quintic. This result for the canonical
divisor was generalized for arbitrary divisors F under certain constraints on the
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degree. See [2,11,13,14,18] and [7, p. 528-535] and [1, Chap. III, §2 and §3].

The polynomial ring R = F[X,, X1, ..., X,] is graded by
Ry ={ f(X) € R| f(X) is zero or is homogeneous of degree d }.

So it can be expressed in the form R = ®32 ,Rq. We define R<q = @gZORe.
Let I be an ideal, in a similar way, we define Iy =IN Ry and I<4=1N R<q.

Proposition 7. Let X be an absolutely irreducible and nonsingular curve of
genus g over the perfect field F. Let E be a divisor on X of degree m. If m > 2g+2
then Y = o (X) is a normal curve in P™~9 which is the intersection of quadrics,
in particular I()) is generated by I(Y).

Proof. See [18]. O

3 Determination of I,(Q)

Now suppose that an n-tuple @ of mutually distinct F-rational points of ) in P"
is given such that I() is generated by I5()). In this section we will deduce which
hypothesis guarantees that I5(Q) = I2()). In order to shorten this abstract we
will show the following results without proofs.

Proposition 8. Let m,r and n be integers such that r > 2 and n > dm. Let Y
be an absolutely irreducible curve in P" of degree m. If Q is an n-tuple of points
that lies on the curve Y, then I<4(Q) = I<q(Y).

Let C be a k dimensional subspace of F" with basis {g, ..., gk }. We denote
by S2(C) the second symmetric power of C, or equivalently the symmetrized ten-
sor product of C with itself. If x; = g;, then S?(C) has basis {z;z; | 1 <i < j <n}
and dimension (]HQ'I). Furthermore we denote by (C * C) or C® the square of
C, that is, the linear subspace in F" generated by {a x bla,b € C'}, see [10, 22].
Now we can consider the linear map o : S?(C) — C®), where the element z;z;

is mapped to g; x g;. The kernel of this map will be denoted by K?(C).

Proposition 9. Let Gg be the k x n matriz associated to Q and C be the sub-
space of F™ Let Q be an n-tuple of points in P over F not in a hyperplane,
k=r+1, Gg be the k x n matrix associated to Q and C be the subspace of F"
generated by the rows of Gg. Then

IQ(Q) = { Zlgigjgk ainin ‘ Zlgigjgk aij:cizj € KQ(C) }

Corollary 10. Let Q be an n-tuple of points in P" over F not in a hyperplane.
Then O(n? (;)) is an upper bound on the complexity of the computation of Is(Q).

In the general case we can define the spaces S¢(C), C'¥ and K%(C) for any
positive integer d, then we have a similar result to that in Proposition 9 relating
1,(Q) and K%(C). Furthermore we have that O(n? (k+g_1)) is an upper bound
on the complexity of the computation of I;(Q).
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4 Very strong algebraic-geometric codes

Definition 11. A code C overF is called very strong algebraic-geometric (VSAG)
if C is equal to Cp(X,P, E) where the curve X over F has genus g, P consists
of n points and E has degree m such that

29—|—2<m<%n or %n+29—2<m<n—4.

The dimension of a such a code is kK = m + 1 — g. Thus the dimension satisfies
the following bound

g+3<k< %n—g—kl or %n+g—1<k<n—g—3.
Note that if a code has a VSAG representation then its dual is also VSAG.

Theorem 12. Let C be a VSAG code then a VSAG representation can be ob-
tained from its generator matriz. Moreover all VSAG representations of C are
strict isomorphic.

5 Cryptanalysis of PKC’s using VSAG codes

In 1978, McEliece [12] introduced the first public key cryptosystem (PKC)
based on the theory of error-correcting codes in particular he proposed to use a
[1024, 524] classical binary Goppa code. The security of this scheme is based on
the hardness of the decoding problem for general linear codes and the hardness
of distinguishing a code with the prescribed structure from a random one.

Many attempts to replace Goppa codes with different families of codes have
been proven to be insecure as for example using GRS codes such as the original
Niederreiter system [15] which was broken by Sidelnikov and Shestakov [20] in
1992. Later Janwa and Moreno [9] proposed to use the collection of AG codes
on curves for the McEliece cryptosystem. This system was broken for codes on
curves of genus g < 2 by Faure and Minder [5]. The security status of this
proposal for higher genus was not known. Theorem 12 implies that one should
not use VSAG codes for the McEliece PKC system in the range

Yy<SR<5-vor 5+7<R<1-7,

where R = % is the information rate and v = £ the relative genus if n — oo,
since there is an efficient attack by our result. By a puncturing argument also
algebraic geometry codes in the half rate region should be excluded.
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