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Abstract

We describe HIMMO, a new scheme for identity-based symmetric key generation. Like
the scheme of Blundo et al, HIMMO employs symmetric polynomials, which lead to very
efficient implementations, but it is much less vulnerable against collusion attacks. HIMMO
employs mixing modular operations over different rings and hiding part of the result of
polynomial evaluation by only considering its least significant bits. We discuss the collusion
resistance properties of HIMMO based on lattice-based cryptanalysis and provide figures on
speed and memory usage of an implementation for various system parameters.
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