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1. Introduction

Most of the classical cryptographic schemes use Abelian groups.
Diffie and Hellman [9] have given a key exchange protocol using fi-
nite cyclic groups. After that many key exchange protocol came using
nonabelian groups as platform group. In recent years non-commutative
groups, specially Braid groups (introduced by Artin)[5, 7, 8] and Thom-
son group have emerged as suitable plateform group for cryptographic
protocols.

The idea of using the braid group as a platform for cryptosystems was
first introduced in 1999 by Anshel, Anshel and Goldfeld in the paper
“An algebraic method for public key Cryptography”. However, recent
results about the linearity of braid groups and Lawrence - Krammer
representations have made these cryptosystems vulnerable to linear al-
gebra based attacks. In particular J. Hughes has shown in his paper
“A linear algebraic attack on the braid group cryptosystem
”(www.network.com/hughes)[5] that key generation methods discussed
in the paper “New key agreement protocols in Braid Group Cryptog-
raphy“ are not secure. Conjugacy search problem in braid group may
not provide a sufficient level of security (See [5]). Selecting a suitable
platform group is non trivial matter.

In this talk, in the spirit of Diffie Hellman protocol we discuss a
crypto system based on platform group, which is generated using amal-
gamated free product of braid group and Thomson group amalgamated
through a subgroup H whose commutator subgroup lies in the centre
of H

We propose a new plateform group, which is amalgamated free prod-
uct of Braid groups and Thompson groups. The useful feature of amal-
gamated free product of Braid groups and Thompson groups is that
this is more secure than Braid groups and Thompson groups, but are
not too complicated to work with.
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1.1. New non-commutative protocol. Consider braid group B =
〈x1, x2, . . . , xi, . . . |xixj = xjxi, whenever |i − j| ≥ 2 and xixi+1xi =
xi+1xixi+1〉 and Thompson group T = 〈y0, y1, y2, . . . |ykyi = yiyk+1(k >
i)〉. Let {wi|iελ} and {ui|iελ}, where λ is an indexed set, be set of
words in {xi} and {yi} respectively. Let H = 〈w1, w2, . . . , wn〉 and K =
〈u1, u2, . . . , un〉 be the subgroups of B and T respectively. Consider
G = 〈x1, x2, . . . , xn, . . . , y0, y1, . . . |xixj = xjxi whenever |i − j| ≥ 2
and xixi+1xi = xi+1xixi+1, ykyi = yiyk+1(k > i), w1 = u1, . . . , wn =
un, wiujw

−1
i u−1

j wl = wlwiujw
−1
i u−1

j 〉 which is the amalgamated free
product of B and T with subgroups H and K of B and T respectively.
By the definition of G, it is clear that H is nilpotent group of class 2.
This is used as a platform group. The group G and H & K are made
public.

• Alice computes A = wε1
i1

. . . wεL
iL

, where εk = ±1 & wikεH and
sends (A−1u1A, A−1u2A, . . . , A−1unA) to receiver.

• Bob computes B = uδ1
j1

. . . uδl
jl
, where δk = ±1 & ujk

εK and

sends (B−1w1B, . . . , B−1wnB) to sender.
• Alice computes K1 = (A−1B−1w1BA, . . . , A−1B−1wnBA) and

Bob computes K2 = (B−1A−1u1AB, . . . , B−1A−1unAB).
Since B−1A−1uiAB = A−1B−1(BAB−1A−1)uiAB

= A−1B−1ui(BAB−1A−1)AB
= A−1B−1uiBA
= A−1B−1wiBA (From the definition of

G)
• Their secret key K = K1 = K2

To break, the protocol an adversary needs a solution to conjugacy
search problem, because K is conjugate to (A−1u1A, A−1u2A, . . . , A−1unA)
and (B−1w1B, . . . , B−1wnB).

• The conjugacy search problem even if the presented group is
known to be nilpotent group of class 2, appears to be infeasible
and therefore difficult for adversary to decrypt.
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