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Extended abstract

In this work, we present a public key cryptosystem, called OTWO, based on octonions algebra
and NTWO cryptosystem [1] which is a multivariate version of NTRU [2]. Inherent security of this
system relies on the difficulty of the shortest vector problem (SVP) in a certain type of lattices
with a hybrid norm. Since the octonions are non-associative (power-associative) and alternative
algebra, they do not have a matrix isomorphic representation. So, normally lattice attacks [3]
against this cryptosystem are impossible. The only way to cryptanalysis and to find the private
key for decryption in this cryptosystem is to expand the equation of public key as a linear system
of equations and form a non-circular lattice. However, this type of attack seems to has no chance
to succeed.

We change the underlying algebraic structure of NTWO and use a different lattice for key
generation and decryption that it increases complexity of decryption. Furthermore, the non-
associativity of underlying algebraic structure and existence of different lattice for key generation
and decryption improve the security of cryptosystem markedly.

Method: The octonion algebra can be consider over a field or any arbitrary commutative
ring R [4]. In our work, we use the bivariate convolution polynomial ring R’ = Z[X]/(XN — 1) =
Zlz,y]/(z™—1,y™ —1) which n is a fixed prime number. Hence, we define A, A, and A, as the three
octonion algebras over the rings R, Rl, = Z,[X]/(X" —1) and R}, = Zy[X]/(X" —1), respectively
with bilinear multiplication (denoted by the symbol o), as follows

A = {fo(z,y) + ZLI filz,y) e | folz,y), ..., fr(z,y) € R'},
A,’D = {fo(x,y) +EZ:1 fi(l',y) T € ‘ fo(x,y)7...,f7(x7y) € R;ﬁz}v
Aq = {f0(1'7y) +Zi7:1 fz(ar,y) c €4 ’ fO('r7y)7"'7f7(~Tay) S R;}

where {1, ey, ea, €3, €4, €5, €6, €7} are the basis of the algebras and they have the following
rules

€€ = —€j € Z#],Z,]:L,?
€irej=¢€p = €iy1-€y1=¢€py1 (£G4 5=1,...,7
ei-ej=ep = ey-eyy=eg 1£4 0, 5=1,...,7

and the indices greater than 7 should be reduced mod 7. For simplification we use the notation
fi = fi(z,y), fori=0,1,2,3.

We denote the conjugate and inverse of the octonion F' by F* = fy — 23:1 fi-ejand F71 =
(Zzzl f:2)~! - F*, respectively.

In OTWO, the public parameters (n,p, g, d) play the same role as the alternative parameters
do in NTWO, i.e., n is an integer number such that n|(q — 1), p and ¢ are two different prime
numbers such that ged(p, ¢) = ged(n,¢) = 1 and ¢ > p. The subsets Ly, Ly, Ly and L, of R’
contain small polynomials which are polynomials with coefficients with small Euclidian norm and
small Hamming norm (defined as the number of nonzero coefficient of a polynomial).

Let J, = Qq + 21‘7:1 Qq - €i, where Qg = (0 = Z(a,b)eT A(a,p)) 1s an ideal generated by o and
A(a,p)’s are Lagrange interpolators as follows

) _ab(z™ = 1)(y" — 1)
“ T (e —a)y —b)




T is a small subset of L, the set of pairs of n-th roots of unity. We define @), similar to NTWO.
Clearly, J, is an ideal of A, = Rj + 21‘7:1 Ry, - e; and it contains the ideal (2" — 1,y" — 1) of A.
It can be shown that J = (Jy,q) is an ideal of A = R’ + Z:Zl R’ -e;. Indeed, once can prove

J=Q+ 21‘7:1 Q - e; where Q = (0,q). We call J private ideal and use it for key generation and
decryption.

0.1 Key generation

For creating public and private keys, we randomly choose two quaternion polynomials F and G in
A with small coefficients

F:f0+Z;:1fi‘€ia fos-oo s fr €Ly
GZgO"’Ei:lgi'eia go, - - - ag7€Lg

where F and G both are invertible over A/J and also F must be invertible over A, (i.e., the

polynomials Zz:l f:2 and ZZ:1 g% should be nonzero and invertible over its underlying ring R'/Q
and Ry, (A/J is a octonion algebra over the ring R'/Q).

The inverses of the quaternion F' over A/J and A, are denoted by FJ_1 and Fp’1 respectively. If
one of the above inverses does not exist, we generate a new quaternion F' such that 23:1 1 #0.

To generate the public key, compute H = F]l oG (mod J). Thus we have H = Fjl oG +
¥ (mod q) where ¥ € J, and it is unknown to attacker. Then

H = F;'oG+9 (mod q)

1s published as the public key which satisfies F o H+ & =G (mod q), where § € J,. Subsequently,
the private key consists (G, F,£).

With the same public parameters (n,p,q,d), the key generation in OTWO is 64 times slower
than that of NTWO because public key is multiplied by 64 convolutional products. This means we
can choose a smaller dimension n in OTWO without reducing its security.

0.2 Encryption

To encrypt a binary message m, it is mapped to an octonion M = mg + Zzzl m;-e; € A

where m; € L., fori = 0,... ,7 are eight small polynomials. Then a random octonion ® =
oo + 21‘7:1 @i - e; 1s generated such that ¢; € Ly fori=20,... ,7. Now, the encrypted message is
as follows

C=pHod+M cA/J.

In this cryptosystem, eight messages set up once as one octonion and they are encrypted simulta-
neously. So, in the same dimension, the encryption process in OTWO is eight times slower than
NTWO.

0.3 Decryption

According to the non-associativity of octonions algebra for removing the term F}l from (F]1 o

Q) o @, the receiver multiply C by the private key F on the left and then on the right. Since
octonions algebra are alternative, using Moufang identities we have:

E = (FoC)oF=p(Fo(Ho®)oF)+ (FoM)oF €A/J
= p(FoH)o(®oF)+ (FoM)oF €A/J
= p(Fo(F;'oG)o(®oF)+(FoM)oF €A/J
= pGo(PoF)+ (FoM)oF €A/

In this way, the octonion FJ_1 with very large norm is removed and the polynomials with small
norm remain in E. On the other hand, E is equivalent to

E' =pGo(PoF)+ (FoM)oF +BeA,,



where B € J is unknown to the receiver. In order to perform a feasible decryption the receiver
must have p.Go (Do F)+ (FoM)oF € A,. For this purpose, the octonion B is found and is
subtracted from E'.

When we consider and fixe a basis for A (for example monomial basis) then A is isomorphic to
Z"Q-l-zz-?:l zn . e; = 78" as an additive group. Thus, we have J C A & 787" and J will be a lattice
in A. Indeed, B is the closest vector of this lattice to E with a high probability. Upon finding the
closest vector in private lattice J and subtracting it from E', the octonion p.Go(®oF)+(FoM)oF €
A, would be available to the receiver and decryption process can be continued easily.

If the public parameters in the cryptosystem are chosen suitably, the coefficients of eight polyno-
mials in p.Go(®oF)+(FoM)oF will lie in the interval [— 5+, %51] and the decryption will not fail
so the reduction modulo q will superfluous. Then, the receiver can reduce p.Go(PoF)+(FoM)oF
modulo p and obtain the term (F o M) o F € A,. Finally, message recovery (FoM)o F € A, is
multiplied on the right and then on the left by Fp’l.

Furthermore, it can be estimated that the decryption process of OTWO is 16 times slower than
NTWO, whereas its encryption process is almost 8 times slower. So, decryption speed is at least
half of the encryption speed that is one of advantages of OTWO. Moreover, we can compensate the
speed decrease of OTWO by considering a lower dimension n. In addition, if one can undertake
more cost for parallelization, OTWO can be implemented in higher speed than NTWO and achieve
a higher security.

0.4 The OTWO Lattice

We said only way for cryptanalysis and finding the private key (G, F,§) for decryption is to expand
the octonion equation F o H+ ¢ = G (mod q) for a given octonion H as the following

(foxho— fixhy — faxhy — fax hg — fax hy — f5s x hs — fo * hg — fr % hr) + & = go + quo
(foxhi+ fixho+ faxhy + fax hy — fax ho + f5s x he — fo x hs — frx h3) + & = g1 + qua
(foxha — fixha+ faxho+ fa* hs + fax hy — f5 x ha + fo x hy — fr % he) + & = g2 + qua
(foxhs — fixhy — fax hs + fax ho + fax he + f5 x ha — fo * ha + fr* h1) + &3 = g3 + qus
(foxhga+ fixho — foxhy — fyxhe + faxho+ fs x hy + fo x ha — frx hs) + & = g4 + quy
(foxhs — fixhe+ faxhs — faxhy — fax hy + fs x ho + fo x h1 + fr* ha) + & = g5 + qus
(foxhe+ fixhs — fox hy + fyxhy — fax hs — fs x hqy + fo * ho + fr * ha) + & = g6 + que
(foxhr + fixhs+ foxhg — faxhi + fax hs — fs x ha — fo x ha + fr x ho) + & = g7 + qur,

where x 1s the convolution product.
Let us denote the ordered monomials of the form xy?, 0 < 4,5 < n, by X for 0 < a < n2.
Then for two polynomials k and h in R’ we have

h

Xoh
kxh= (ko,-“knz,l),}'[: (ko,-“knz,l) : . (1)

XN?oh

Note that the matriz H is no longer a circulant matriz. Indeed, each row of H is a permutation of
first row and these permutations are related to the monomial order that we have used. Upon the
above notations, we can set up the lattice, denoted by Aorwo, that is generated by the rows of the

matrixc
qlg,2 0 0

H I8n2 0 )
D0 Iye

where

[ +Ho +Hi +Hz +Hs +Ha +Hs +He +Hr ]
—H1 +Ho —Ha —Hr +H2 —He +Hs +Hs
—Hs +Hs +Ho —-Hs —-Hi +Hz —Hr +Hs D0 0

G | Ha M +Ms Mo Ho —Ha +He My | o | O D 0
~Ha —Ho +Hi +He +Ho —Hr —-Hsz +Hs |’ oo e
-Hs +He —Hsz +He +Hr +Ho —Hi —Ha o 0 --- D
—He —Hs +Hr —Ha +Hsz +Hi +Ho —Ho
| —H7 —Hs —He +Hi —Hs +Hsa +H2 +Ho |




Eeach D22 consist of all Lagrange interpolators A(q ), where (a,b) € L and each H; for
i =0,... ,7 has the form of matrizx H in Equation (1). Clearly, the vector (G, F,§) belongs to
Aorwo. Moreover, if we consider a hybrid metric on A which is Euclidean on the first two
components and Hamming on the third component, the private key (G, F,§) will be the smallest
vector in the lattice with high probability. Thus, the security of this cryptosystem relies on the
difficulty of the shortest vector problem in the hybrid lattice of dimension 24n®. To the best of our
knowledge, lattice basis reduction algorithms such as LLL [5] and BKZ [6] or BKZ 2.0 [7] have not
been developed to solve SVP with this hybrid metric. Consequently, this cryptosystem is capable of
having a high security.

One can estimate that for any selection of public parameters (n,p,q,d), OTWO has a security
equal to that of NTWO with (8n,p,q,d). But NTWO with dimension 8n is 64 times slower than
NTWO with dimension n while QTWO acts approzimately four times slower, compared to NTWO.
As a result, OTWO with dimensionn has a security equal to NTWO with dimension 8n but OTWO
with dimension n is 8 times faster than NTWO with dimension 8n. Consequently, the main
advantage of applying non-associative algebra in OTWO is that it can present a higher security
than NTWO with smaller dimensions.
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