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Sketch of talks:

O Talk 1: S-Boxes, Differential Attack, APN Functions, Coding
Theory, Equivalence

@ Talk 3: Linear Attack, Fourier Spectrum, Nonlinearity

© Talk 4: Other topics, Supersingular Curves, Other Groups,
Stickelberger's Theorem

Gary McGuire APN Functions and all that jazz



Talk 1

@ APN definition

@ Permutations, Quadratic Functions
© S-Boxes, Differential Attack

@ Coding Theory

© Equivalence
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Definition (Perfect Nonlinear function)

Let A, B be finite abelian groups, written additively, of the same
cardinality. We say f : A — B is a perfect nonlinear (PN) function
iff f(x + a) — f(x) = b has at most one solution for all a € A,
a#0,andall beB.

Equivalently:

e f(x + a) — f(x) = b has exactly one solution,

e f(x + a) — f(x) is bijective, for all nonzero a, (derivatives)
e The set {f(x + a) — f(x) : x € A} has cardinality |A|,

o f(x+a)—f(x)=f(y+a)—f(y) = a=0orx=y.
o f(z)—f(x)—f(w)+f(y)=0andz—x—w+y =0
= X=Z,y=WOorXx=y,z=Ww.

PN functions are also called planar functions if A= B = F.

2

Example: f(x) = x© on a finite field of odd characteristic.
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PN functions do not exist in characteristic 2, because if x is a
solution to f(x + a) — f(x) = b then so is x + a. ®
This is why the following definition is made.

Definition (Almost Perfect Nonlinear function)

Let A, B be finite abelian groups, written additively, of the same
cardinality. We say f : A — B is an almost perfect nonlinear
(APN) function iff f(x + a) — f(x) = b has at most two solutions
forallac€ A a##0andall be B.

Mostly of interest when A = B = finite field of order 2".
But note, the definition is additive in nature.
In char 2, the term “almost” is not justified.

Definitions due to Meier-Staffelback, Nyberg, early 1990s.
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Definition (Almost Perfect Nonlinear function)

Let A, B be finite abelian groups, written additively, of the same
cardinality. We say f : A — B is an almost perfect nonlinear
(APN) function iff f(x + a) — f(x) = b has at most two solutions
forallac€ A a#0andall be B.

Mostly of interest when A = B = finite field of order 2".
Equivalently, in that case,

e f(x+ a) — f(x) is 2-1, for all nonzero a,

e The set {f(x + a) + f(x) : x € GF(2")} has cardinality 2",

[ ]

f(x+a)+f(x)="f(y+a)+f(y) = a=0orx=yorx=y+a
o f(z)+f(x)+f(w)+f(y)=0andz+x+w+y=0

= X=Z,y=WOrX=Yy,Z=WOLX=W,y=2

Example: f(x) = x3 on any finite field.

What about x> on GF(2")? EXERCISE
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Linearized Polynomials

Recall linearized polynomials in Fg[x] have the form

L(x) = Z aix¥

and their roots form a vector space U over Fgq. (you check this)
Suppose U NFgn has dimension k (over Fg).
Then the equation L(x) = ¢ has either 0 or g solutions. (why?)
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Bijective Functions

Suppose you wanted one of these functions to be bijective.
(This has certain applications, see later)

PN bijections do not exist.

Proof: Let f be a PN function. Choosing b to be 0, for all nonzero
a there must exist a solution to f(x + a) — f(x) = 0.
Therefore, f cannot be bijective. [J

What about APN bijections? Do they exist?
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APN Permutations

It depends on the group. On some groups, APN permutations do
exist. (More on this later.)

Open Problem: Do APN permutations exist on finite fields GF(2")
where n is even?
(Remember x3 is bijective iff n is odd)

n = 4 was checked by exhaustive computer search - none found.

On July 14, 2009, at the Fq 9 conference in Dublin, John Dillon
announced an APN permutation on GF(64)!!
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Quadratic, Bilinear Forms

Let L = GF(p").
A function f : L — L is called quadratic if, when f is written as a
univariate polynomial, all exponents have the form p’ + p/. In

other words o
f(x)= Z ajxP TP
i

These are also called Dembowski-Ostrom polynomials.
Equivalently, f(x + y) — f(x) — f(y) is linearized in both x and y
(viz. (x + y)P' TP = xP' TP 4 xP'yP' 4 xP'yP' 4 yP' P,

If p=2, tr(f(x)), or indeed tr(bf(x)), is an Fp-valued quadratic
form.

Such a quadratic form is called balanced if it has |L|/2 zeros.

If not balanced, the number of zeros must be 271 & 2(n=2+w)/2,
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Sometimes we view L as an n-dimensional vector space over F».
Fixing a basis, one can write f as a polynomial in n Boolean
variables:

(X1, .y Xn) :ZQJXJ
where xJ:x{I---xf,", ay e F,.

The algebraic degree of f is the usual degree of this polynomial.
(called Algebraic Normal Form)
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Start of a Proof of APN property

To establish the APN property of a function f on L we must show
that the equation

f(x)+f(x+q)=p

has at most two solutions in L for all p € L and all g € L*.
If f is quadratic, then the number of solutions is 0 or has the same
size as the kernel of the F»-linear map

Afq(x) == f(x) + f(x + q) + f(q).

One shows, somehow, that the kernel of A, has size 2 for each
non-zero g in the underlying field.
This is why quadratic functions are “easier” (but not easy).
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Cryptographic Motivation

Symmetric Cryptosystems have the same key for encryption and
decryption.

Claude Shannon introduced some design criteria.

He proposed “confusion and diffusion” in the encryption algorithm.
Shannon and Feistel introduced substitution-permutation
symmetric cryptosystems to meet this requirement.

Many symmetric block ciphers now have a nonlinear part, called an
S-Box. This provides the confusion.
A permutation provides the diffusion.
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A 4-bit to 4-bit Substitution-Box, or S-Box.

4-Bit Input

4 to 16 Decoder
0 1 2 3 4 5 6 7 8§ 9 70 11 12 13 14 15

o —
= h—d
P f—t

s

: ; } !

4-Bit Output
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This box represents a function from {0,1}* to itself.
This function should be nonlinear, as it provides the confusion.
Of course, this alone is easy to break.

How do we use this?
We take larger inputs and place several smaller S-boxes
side-by-side.

A subkey is mixed in.

This is repeated several times, i.e., several rounds.
(One round is substitution + permutation + subkey)
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DES (Data Encryption Standard, 1970s) has 48 bit input.

DES uses eight S-boxes which each take 6 bits for input, and have
4-bit output.

(The S-boxes are different)

DES is a Feistel cipher.

In a Feistel cipher, 2w input bits are split into two halves, (L, R).
(L, R) after one round becomes (R, L+ F(L, K)) where K is the
key (subkey, for that round).

Using a stand alone S-box, not a Feistel cipher, requires the S-box

to be invertible. AES uses these. Decryption runs the rounds in
reverse.
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Differential Attack

Let V, denote any n-dimensional vector space over I5.

Consider the S-Box as f : V,, — V/,. (or image V)

Consider equations f(x +a) — f(x) = b

a = input difference

b = output difference

In an ideal cipher, for any given input difference, a, all output
differences b should be equally likely (probability 1/2").

In differential cryptanalysis one exploits an output difference which
occurs with much higher probability. This means there exist a, b
with f(x + a) — f(x) = b having many solutions.

For a function f : V,, — V,,, the Differential Uniformity of f is
defined to be

rrlgzé H{x € Vi : f(x+a) — f(x) = b}|

)

A function f : V, — V), is perfect nonlinear (PN) on V,, if its
Differential Uniformity is 1.
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A function f : V, — V/, is almost perfect nonlinear (APN) on V,,
if its Differential Uniformity is 2.

So APN functions have optimal resistance to differential
cryptanalysis!

Method first published by Biham and Shamir (1990), also Murphy.
(Reduced DES from 256 to 247))

It turned out it was known to IBM and NSA in 1970s:

" After discussions with NSA, it was decided that disclosure of the
design considerations would reveal the technique of differential
cryptanalysis, a powerful technique that can be used against many
ciphers. This in turn would weaken the competitive advantage the
United States enjoy over other countries in the field of
cryptography.” — Coppersmith 1994 (about 1970s)
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